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Isolation + Tolerance

* Multiples tasks of various criticalities must interact with
each other

¢ 2 classical solutions:

» Certify all tasks to the highest level
--> too costly

» Unidirectional Firewalls
--> too restrictive
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Security/safety multilevel approach

Failure severity Confidence
High | | |
Medium | | | |
Criticality Validation  Credibility Integrity
(tasks, mission (design) (source) (non corruption)
phases)
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Flow Control Model (Totel 98)
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18t case : Maintenance Operation

Integrity
Onboard Levels
Flight Control
Task6 | > Task 7 A/C Control
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Task 2 Task 3 Task 4 Task 5 ] A/C IS
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Mapping to Totel's model
i Integrity TCB

Task6 Task7 AJC Control 02 ’

Task2 Task3 Taskd Tasks | |ACIS
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TCB implementation and validation

* The TCB manages all integrity levels:
» Criticality of the highest level
» Complexity of the lowest level

—->TCB Validation ?
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Diversification by Virtualization
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Virtual Machine Monitor
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RTOS
(OS #1)
VirtualLogix VLX Virtual Machine Monitor

Multi core Core Core

Processor
Intel VT #1 #2

Intel VT platform

Hardware Ethernet Hard Ethernet Equipment
Layer 1 Disk 2 p
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Virtualization and Totel’s model
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Virtualization and Totel’s model

Integrity H
Levels a
e 2 r Virtual
o d Machine
:] w Monitor
"l vo O3
> C] ! a
:
v e
. @
| & 4

@ =
L . Y
GEODESIE project A )] 28 novembre 2008 Page 14 AIRBUS




2nd case : Pilot Laptop Application

Onboard

|

Flight Control
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-Runway status |
-Weather data.. -Aircraft Type
-Weight..
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Application to the 2"d case study
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Application to the 2"d case study
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ArSec Project (Airbus-LAAS)

* Fault tolerance mechanisms to be implemented into Validation Objects

* Flow control mechanisms:
» Applications
» Network gateways
» Middleware
» OS
» Hypervisor

Vi

=/ Ol -

AIRBUS ) Yy
_— v @

AN EADS COMPANY

7~ N0 @
O
O § %
€
GEODESIE project D 28 novembre 2008 Page 19 AIRBUS




